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. Economy of mechanism

. Fail-safe defaults

. Complete mediation

. Open design

. Separation of privilege

. Least privilege

. Least common mechanism

. Psychological acceptability



| east Common Mechanism

"

-

Soeee

5

Ny Manting Links

Awaber 01

e o bty e

o o« Woat S 4 Large WA .

R L e el ]

Gemang the Most from a Large Monsor

PRl

1) T P Ty Sttt e, b

hom AN P s b e By o mpae ey
e e .t 3 g, (o and & W g St g e et b s

iy P Sraar | A P D S P g —.

Don't Maniewns Out of Satt

e wh o o 1T
ey pr—"- ———— s (- -y V- - P 1o~ g, O &

- Sy o Ty Wt o a0

" o T e e § 8 e b

ey

S T 54 8 30 R . g M AT 8 SR M

gt & - o ) e ot
ey em b s been § Pe e o A Srveces e e+ be v

et Pe baen s aan | bareteng S e aevy e

. i e S e et i T —

Peducivny il ¢ 181 — Wedhen

rost

" - -
T - g -
AT 15 Y e DA & S
e L el R

vt e W et wnagn W T wih of the sowen. Ths maans pe oon rwed &
Campin s Wit sanding b el Se b v - cgeriens of what s
vl e et o S g o ot Y WYRWYE et &
B e e

" g w %

Wk Lot e 5 grast ¥ g R & - e b

B T L L e —

o s vt o

gt o & st i W b e g e g el v, ey
S e g o prermy 4 e b

Mmrvnr, o & large ) iy ke advaninge of B g wirmes # po aw ot
e L e e e
Kt i Gt e 04 e g 04 8 il B e TR Gt B it s e

8 P Gt o0 mr oy wh Wid e ey wed et
e e

¥ i 04 ot Mg O8 i Sy A O T g W W T

BOget W By e 4 T et e o OMGe fov O X TNE 4 dieeted By gy
el
Tor
e
Carmgoras

am e s e prg e ot 14




Basic Crypto



Memory Attacks
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Attacking IOU Request Protocol
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B Bob picks m, and m, such
HER H(m,) = H(m,).

Judge
can subpoena for K




Finding m, and m,,

Bob generates different agreeable m, messages:

I, {Alice | Alice Hacker | Alice P.
Hacker | }, {owe | agree
to pay} Bob{the sum of | the amount
of }{$2 | $2.00 | 2 dollars |

}{by | before}{January 1st | 1
Jan | 1/1 | }{2016 | 2016 AD}.

How many different-text messages are there?



Finding m, and m,,

Bob generates 219 different agreeable m, messages:

I,{Alice | Alice Hacker | Alice P.
Hacker | }, {owe | agree
to pay}Bob{the sum of | the amount
of }{$2 quadrillion |
$2000000000000000 ‘ 2 quadrillion
dollars | two quadrillion dollars}
{by | before}{January 1st | 1 Jan |
1/1 | }1{2016 | 2016 AD}.



Bob’s Quadrillionaire Plan

» For each message m, ;and m, ;, Bob
computes H(m, ;) and H(m, ).

o If H(m, ;) = H(m, ;) for some i and j, Bob
sends Alice m, ,, gets Mac, [H(m, ;)] back.

« Bob sends the judge mz)jand Mac, [H(m, ,)].



Chances of Success

* Assume the Hash function H is good (uniform
randomly distributed outcome)

What is the probability that H(m, ;) = H(m, )

forsomeiand;?




Birthday “"Paradox”

Assuming real birthdays assigned randomly:

N/D = probability there are no ¢

1 - N/D = probability there is a c
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=1-365!/((365 — k)!(365)F)
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Applying to Birthdays

e Forn =365, k=20:
P(365, 20) = .4114
* For n =365, k =40:
P (365, 40) = .8912



Chances of Success

* Assume the Hash function H is good (uniform randomly
distributed outcome) but has only 128-bit outputs

What is the probability that H(m, ) = H(m, )

for someiandj ?

For n = 2128, k=2%: P (2123, 2%0) > 0.86
Only Half of the chance will the

two pre-images of the collision come from two
different message groups.



How much memory does
birthday attack require?

>16 x 2°0 bytes!

Realistic?



Constant Memory Hash Attacks (1)

X0 H(Xo) H(z)(Xo)



Hash meaningful messages

Set 0 = Bob is {good, hardworking} and {honest,
trustworthy} {worker, employee}.

Set 1 = Bob is a {difficult, problematic} and {taxing,
irritating} {worker, employee}.

Define function g:
g(0000) = Bob is a good and honest worker.

g(0001) = Bob is a difficult and taxing worker.
g(1010) = Bob is a hardworking and honest worker.
g(1011) =Bob is a problematic and taxing employee.



Constant Memory Hash Attacks (2)

o f o f o f
X0 fixo)  f®(xo)

Define f: {0,1} —> {0,1}!
f(x) = H(g(x))



